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Scam Detective (Activity 3.1) 2

Teachers

This activity teaches students how to spot common features in scams and phishing messages

For each of the provided examples students should consider which of the five red flags are applicable to the
message, identify the flags and make a note of them in the space provided.

Answer key

Free Tix 0487 366 283

fo@f

To: me <samiam@mymail.com>

Hi Twtch Fan, Our login
site has changed.
Immediately re-enter
your password here.
Then click trustd.link to
submit. Sucurity trusted
by Twtch.
www.trustd/link/

224un 1517 pm

Congratulations!

You've won a VIP pass to this
week's Next Top Singer
screening!

Claim yure tix
https/freetx.com/aw3liukhx

Type your message

Red Flags Red Flags
under pressure: - under pressure: immediately re-enter your
password.

too good to be true: - why are you receiving VIP tickets?

unsolicited message: most likely to0 good to be true: -

unsolicited message: most likel
untrusted source: - unclear? freetx.com 9 y

dodgy design: ‘claim yure tix’ untrusted source: it's unclear who the sender is

strange request from someone you know: - dodgy design; “Twtch’ misspelt

strange request from someone you know: -
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<Shipment 33YXE2246178 Delivery

4@ From: AusPost <noreply@ozzypostage lol>

To: me <samlam@mymalL.com>

Australia Post

Dear customer,

australia Post informs you that your
shipment is still waiting for your
instructions.

It will be delivered as soon as the
costs are paid.

Feed to be paid: AUD 1.99

SEND MY PACKAGE
Thanks,

The Australia Post team

if my phone breaks
again, I'm going to
blame it on you. :P

27 Jun 07:09 am

Hi! Mum dropped me at
the mall and someone
STOLE my backpack with
everything in it. I'm so
embarrassed! I'm meant
to be buying dad a
birthday gift,and my
debit card is in the bag. |
don't want to tell mum,
this is an EMERGENCY!
Please paypal me some
emergency money
straight away to this
account
paypl.com/payme and I'lL
sort it all out on Monday.
1Jul 19:43 pm

Type your message

Red Flags

under pressure: - it will be delivered ‘as soon as costs
are paid’

too good to be true: -
unsolicited message: most likely
untrusted source: - sender is ‘ozzypostage.lol’

dodgy design: various spelling and grammar mistakes,
eg ‘australia Post’

strange request from someone you know: - Australia
Post is a trusted brand who don't usually require
payment from those receiving a message.

Red Flags

under pressure: - ‘this is an EMERGENCY’
too good to be true: -

unsolicited message: -

untrusted source: -

dodgy design: -

strange request from someone you know: - the

request for money urgently is unusual.
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How many red flags can you spot in each message?

The red flags are: Students
‘P if you're put under pressure to answer ‘ﬁ it's from an untrusted source
quickly and act fast
‘P if what they're offering is too good to be ‘P there's dodgy design
true ‘P
‘ﬁ e - I it's a strange request from someone you
if it's an unsolicited message (you didn't know or a well-known business
ask for it)

Circle all the red flags you can see, and make a note of them below each image.

Free Tix 0487 366 283

<info@freetx.com> O Hi Twtch Fan, Our login
site has changed.
Immediately re-enter
your password here.
Then click trustd.link to
submit. Sucurity trusted
by Twtch.
www.trustd/link/

22 Jun 15:17 pm

To: me <samam@mymat.com>

Congratulations!

You've won a VIP pass to this
week's Next Top Singer
screening!

Claim yure tix

https//freetx.com/aw3liukhx

Type your message

Red Flags: Red Flags:
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How many red flags can you spot in each message?

The red flags are:

‘F if you're put under pressure to answer

quickly and act fast

‘F if what they're offering is too good to be

true

‘F if it's an unsolicited message (you didn’t

ask for it)

@9 e

This page is for

Students

it's from an untrusted source
there’s dodgy design

it's a strange request from someone you
know or a well-known business

Circle all the red flags you can see, and write them in the space below each image.

<Shipment 33YXE2246178 Delivery

0 From: AusPost <noreply@ozzypostage lol>

To: me <samiam@mymail.com>

=Australia Post

Dear customer,

australia Post informs you that your
shipment is still waiting for your
instructions.

It will be delivered as soon as the
costs are paid.

Feed to be paid: AUD 1.99

SEND MY PACKAGE
Thanks,

The Australia Post team

if my phone breaks
again, I'm going to
blame it on you. :P

27Jun 0709 am

Hi! Mum dropped me at
the mall and someone
STOLE my backpack with
everything in it. 'm so
embarrassed! I'm meant
to be buying dad a
birthday gift,and my
debit card is in the bag. |
don’t want to tell mum,
this is an EMERGENCY!
Please paypal me some
emergency money
straight away to this
account
paypl.com/payme and I'll
sort it all out on Monday.
10l 1943 pm

Type your message

Red Flags:

Red Flags:
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