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Teacher Resource: Cybermarvel Week 1 

 

My Digital Footprint 
The world of cybersecurity can often be inaccessible to school 
students.  
 
Cybermarvel provides students with an authentic and 
accessible insight into cybersecurity. 
 
The first step in understanding cyber security is knowing how to 
keep you and your information safe from people that shouldn’t 
have access to it.  
 
In this activity, students analyse the sharing habits of kids as 
they interact on social media. 
 
Focus Questions 

• How do you decide what to share online?  
• What should you keep private?  
• What are the consequences of sharing many small 

pieces of information?  
• Is a private profile actually private? 

 
Watch 
Watch this video with students: 
https://www.youtube.com/watch?v=yrjT8m0hcKU 
 
After watching the video discuss with students: 

• were the customers surprised at how much information 
could be discovered about them? 

• Was it difficult to find out this information? 
 

The information that people can find out about you online is 
called your digital footprint. You can decide what you share, and 
what you keep private. You can also look after your friends and 
family by being careful what you share about them. 
 
 
 
 
 

KEY LEARNING 
Students will explore 
their digital footprint, 
and explore different 
ways that private 
information is shared. 
 
AUSTRALIAN 
CURRICULUM ICT 
CAPABILITY 
Apply digital 
information security 
practices 
independently  
apply strategies for 
determining and 
protecting the security 
of digital information 
and assess the risks 
associated with online 
environments. 
 
Apply personal 
security protocols 
identify the risks to 
identity, privacy and 
emotional safety for 
themselves when 
using ICT and apply 
generally accepted 
social protocols when 
sharing information in 
online environments, 
taking into account 
different social and 
cultural contexts. 



 

 

   
This work is licensed under CC BY 4.0 Created by Grok Academy: https://grok.ac/marvel 

 
 

For younger students, alternative videos to consider are: 
• https://www.abc.net.au/btn/classroom/digital-

footprint/10534346 
• https://www.abc.net.au/btn/classroom/internet-

safety/10521968 
 
 
Glossary: 
 

Digital Footprint All of the information online about a person, either posted by that 
person or others, intentionally or unintentionally 

Private Information Information that can be used to identify you because it is very 
specific to you (like your date of birth or your address) 

 
Activity 1.1: Know Your Risks (15 – 30 mins) 
What information is safe to share online? This activity will help students understand the risks 
of sharing information about themselves online. 
Learn about whether to share, not share or be cautious with different pieces of your 
information.  
 
Access the activity as: 

• a printable resource: https://grok.ac/marvel-cyber-cards 
• an interactive powerpoint: https://grok.ac/marvel-cyber-cards-interactive 
• or use the card deck in your activity pack. 

 
How to play 
There are three categories of cards, 
"Don't Share", "OK to Share" and "Share 
with Caution". We recommend keeping 
the ‘Share with caution’ description 
hidden from students initially. 
 

1. Students are given the cards 
and told to look at the picture 
side and in pairs or groups of 
three to sort the cards into  two 
piles - "Don’t Share” and ”Share”  
as quickly as they can. 
 

2. Students then turn over the cards to see if they put any in the wrong pile (i.e. they 
disagree with our assessment of the risks). At this point they will see the “Share with 
Caution” category and can discuss how this changes their initial choice. 

 
3. Read the blurb from the back of the cards regarding why we categorised that piece of 

information this way. 
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4. Then have a class discussion about what they agree with or disagree with and why. 
Students who were more cautious than our categorisation should consider whether 
that's how they actually act on the internet of if they have shared risky information. 
Students can also discuss any examples they can think of where friends or family 
have shared information which they now think should have been kept private. 
 
 

Online Activity + Activity 1.2: Sharing and Privacy (https://grok.ac/marvel-
course-1)( 60 mins) 
Direct students to complete Module 1 of the Cybermarvel online course.  In the course 
students will work through five interactive problems where they sleuth through our fake 
social media world to find out information about our characters, and apply what they have 
learned about privacy, and sharing. 
 
Provide students with the worksheet for Activity 1.2 before they go online, so that they can 
gather the necessary pieces of information as they go. 
 
Activity 1.2: Sharing, Sharing Everywhere (https://grok.ac/marvel-ws1-2) 
In the online activity students discover private information about the characters. Students 
can collect examples of different types of sharing on the worksheet as they complete the 
online challenge.   
 
Activity 1.3: Profile Check Up (https://grok.ac/marvel-ws1-3)(15 mins) 
In this activity students review Belinda’s profile to find examples of sharing private 
information.  
 
Wrap Up 
What we’ve learned: 

• We share lots of information about ourselves online. 
• Some of this information is private, and we need to be careful who it is shared with. 
• Small pieces of information can be combined to reveal private information. 


